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Abstract 

This study examines how cloud management systems in the Middle East evolved between 2016 and 

2026. It uses a longitudinal comparative analysis of architectural frameworks rather than specific 

software deployments. The study compares an empirical 2016 baseline, based on a monolithic and 

reactive management model, with a proposed 2026 framework for cognitive orchestration. 

The analysis is organized around three overlapping stages: the Hypervisor Era (2010–2018), the 

Container & DevOps Era (2018–2023), and the Cognitive & Sovereign Cloud Era (2024–2026). The 

comparison shows a shift from tightly coupled systems to event-driven microservices that use AI-

driven operations (AIOps) for anomaly detection and remediation. Regional priorities have also moved 

from cost reduction toward digital sovereignty and sustainability, influenced by Saudi Vision 2030 and 

the Personal Data Protection Law. 

Evaluation priorities have also moved from functional correctness and usability to efficiency, 

resilience, and regulatory compliance. The study concludes that future cloud management is likely to 

depend on a human-in-the-loop approach. Cognitive systems can handle routine operational 

complexity, while human expertise remains responsible for strategy, innovation, and governance 

within sovereign digital environments. 

Keywords: Cloud Management, Cognitive Orchestration, AIOps, Sovereign Cloud, Middle 

East, Saudi Vision 2030, Architectural Paradigms, Design Science Research. 

1. Introduction 

Cloud infrastructure management changed substantially between 2016 and 2026, especially in the 

Middle East. In 2016, the main challenge for regional IT administrators, as shown in the thesis project 

by Ashwaq, was to gain basic control and visibility over early virtualized data centers. The system was 

a Windows Forms desktop application for managing Citrix XenServer hypervisors. It displayed virtual 

machine status, basic resource statistics (CPU, RAM, and storage), and supported basic administrative 

tasks (Ashwaq, 2016). Its objectives were mainly reactive and operational: to provide a dashboard for 
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cloud computing centres and to support awareness of cloud concepts in Arab countries, especially 

Saudi Arabia. The main concerns were resource availability, cost, and limited awareness of cloud 

computing. 

By 2026, the main challenge is different. Cloud infrastructure is distributed across multi-cloud and 

hybrid environments, Kubernetes clusters, and serverless services. Management has moved from 

reactive monitoring toward predictive and prescriptive observability. Digital services in sectors such 

as FinTech and e-government require high availability under Saudi Vision 2030 and UAE digital 

initiatives (Asem et al., 2024; Idham, 2024). Other important concerns include latency, sustainability, 

and data sovereignty under regulations such as Saudi Arabia's Personal Data Protection Law (PDPL) 

(Al-Khalifa et al., 2023; De et al., 2025). 

This paper examines this change through three overlapping eras: 1) the Legacy Virtualization and 

Hypervisor Era, 2) the Container Orchestration and DevOps Era, and 3) the Cognitive and Sovereign 

Cloud Era, as presented in Fig. 1. The study has three main aims: to compare the 2016 and 2026 

management models, identify the main architectural and operational changes, and explain the 

regional drivers and barriers associated with this shift. The specifications, architecture, and survey 

data from the 2016 thesis provide a practical baseline for comparison. Contemporary literature from 

2019 to 2026 is then used to examine technological changes, architectural shifts, persistent barriers, 

and the growing role of AI-driven operations within sovereign digital environments. 

 

Figure 1: Evolution of Cloud Management Paradigms (2016-2026) 

2. Literature Review 

The evolution of cloud management systems can be grouped into three overlapping eras. Each era is 

defined by its main technological model, operational approach, and management priorities. 

2.1 Era 1: The Hypervisor and Legacy Virtualization Foundation (circa 2010–2018) 

This era established the basic cloud computing model of abstracting physical hardware into software-

defined virtual resources. In the Middle East, organizations adopted virtualization technologies from 

Era 3: Cognitive & Sovereign Cloud (c. 2024-2026+)

Core Unit: Service Mesh / 
Function

Paradigm: Predictive, 
Autonomous

Tech: AIOps, LLMs, 
Sovereign Policy Engines

Era 2: Container & DevOps (c. 2018-2023)

Core Unit: 
Container/Microservice

Paradigm: Automated, IaC
Tech: Docker, Kubernetes, 

Multi-Cloud

Era 1: Hypervisor & Virtulization (c. 2010-2018)

Core Unit: VM Paradigm: Reactive GUI
Tech: XenServer, VMware, 

Monolithic
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vendors such as VMware and open-source platforms such as Xen, which powered Citrix XenServer, to 

consolidate underused on-premises servers (Hassan et al., 2019; Phaphoom et al., 2013). 

The 2016 thesis project by Ashwaq is a clear example of this era. Its architecture is monolithic: a C# 

desktop client communicates directly with a XenServer hypervisor through its API and with a Microsoft 

SQL Server database through a custom web service (Ashwaq, 2016). The system use cases, including 

displaying virtual machine statistics, resource statistics, and network IPs, are observational and 

reactive. The administrator manually interprets static charts and executes commands such as startVM, 

stopVM, and createNetwork. The Requirements chapter proposed future additions for managing SQL 

Server and SharePoint, which reflects a focus on extending the management interface to specific 

workloads rather than abstracting them (Ashwaq, 2016). 

Regional drivers during this era focused on practical efficiency gains. For large organizations in Saudi 

Arabia's oil and gas sector, virtualization helped address server sprawl, improve disaster recovery, and 

control data center energy costs, which are important in high-temperature environments (Al-Fawwaz 

et al., 2021). The era also saw further development of submarine cable and broadband infrastructure, 

creating the network base for wider cloud adoption, although differences in digital infrastructure 

across the region remained (Kudozia et al., 2025). 

Table 1: Characteristics of the Hypervisor Era (c. 2016) 

Dimension Characteristics (c. 2016) Exemplified in Ashwaq (2016) 

Core Unit Virtual Machine (VM) Management of XenServer VMs. 
Management 
Paradigm 

Reactive, Manual, GUI-
Centric 

Windows Forms GUI for monitoring 
and issuing commands. 

Architecture Monolithic, Tightly-
Coupled 

Single desktop app with integrated 
business logic and direct DB/hypervisor 
calls. 

Deployment & 
Scaling 

Manual Provisioning, 
Vertical Scaling 

CreateVirtualMachine function with 
manual host selection. 

Observability Basic Metrics (CPU, RAM, 
Storage), Static Charts 

"Display Resources Statistics" use case 
with pie/bar charts. 

Regional Focus Cost Reduction, Server 
Consolidation, Basic 
Awareness 

Project objectives: "Developing 
management system... depending on 
Citrix Xen server." 

Key Challenge Resource Visibility & 
Control, Initial Cloud 
Adoption 

Survey showed significant lack of 
awareness about cloud computing. 

2.2 Era 2: The Container Orchestration and DevOps Revolution (circa 2018–2023) 

The adoption of Docker containers and the later dominance of Kubernetes as an orchestration 

standard changed the focus of cloud management. This era moved attention from managing virtual 

machines to managing applications and their lifecycle (Das, 2025; Gacitúa et al., 2026). The unit of 

deployment became the containerized microservice, while the Kubernetes control plane automated 

deployment, scaling, networking, and recovery. 

For Middle Eastern enterprises, this improved agility. Financial institutions in Saudi Arabia and the UAE 

began decomposing monolithic banking applications into microservices, reducing deployment cycles 

from weeks to hours (Jayakumar, 2025). This era also expanded the use of Infrastructure-as-Code (IaC) 
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through tools such as Terraform and Ansible. Infrastructure could be defined, version-controlled, and 

provisioned in a repeatable way, reducing manual configuration and inconsistent servers (Gothi, 

2025). 

During this period, multi-cloud and hybrid cloud strategies also became common. By 2024, 89% of 

enterprises globally had adopted multi-cloud approaches to reduce vendor lock-in and optimize cost 

and capability (Malamuthu et al., 2025). Kubernetes provided an abstraction layer that allowed 

workloads to move across managed services such as AKS, EKS, and GKE. This added management 

complexity and increased the need for observability tools such as Prometheus, Grafana, and 

distributed tracing (Bukhari et al., 2025). 

The regulatory landscape also changed during this era. Saudi Arabia's PDPL and similar frameworks 

introduced clear requirements for data localization and protection. These requirements required 

cloud-native architectures to address data sovereignty directly (Al-Khalifa et al., 2023). 

2.3 Era 3: The Cognitive and Sovereign Cloud Era (circa 2024–2026+) 

The third era is characterized by the integration of advanced artificial intelligence into cloud 

operations and a stronger focus on sovereign and compliant digital infrastructure. 

Cognitive Orchestration & AIOps: Modern distributed cloud-native systems are difficult to manage 

manually at scale. This has increased the use of AIOps platforms that process large volumes of logs, 

metrics, and traces and apply machine learning to detect anomalies, predict failures, identify likely 

root causes, and recommend or execute approved remediation actions (Chen et al., 2025; 

Gopalakrishnan, 2025). Some studies report that mature AIOps implementations can reduce mean 

time to resolution (MTTR) by 38% and improve resource utilization by more than 26% (Devnath et al., 

2025). Management interfaces are also moving from complex CLIs and dashboards toward natural-

language interfaces supported by Large Language Models (LLMs), allowing operators to query system 

health or request actions in English or Arabic (Khan et al., 2025; Vitui & Chen, 2025). 

Sovereign Cloud & Sustainability: In the Middle East, national plans such as Saudi Vision 2030 have 

increased attention to digital sovereignty and data localization. Sovereign cloud models aim to keep 

data within national borders, follow local regulations, and reduce exposure to extraterritorial laws 

(Adebola Folorunso et al., 2024; Olorunlana, 2025). Sustainability has also become an important 

operational concern. High ambient temperatures increase data center cooling costs, so modern 

orchestration systems increasingly consider carbon-aware scheduling and the use of renewable 

energy (Pinnapareddy, 2025; Zanotto et al., 2025). 

Edge Computing & Serverless Evolution: Cloud architectures continue to change with the growth of 

edge computing, which moves computation closer to data sources to reduce latency for IoT, finance, 

and smart-city applications (Bartolomeo et al., 2022; Ullah et al., 2025). Serverless computing (FaaS) 

further abstracts infrastructure, allowing developers to focus on code while the cloud provider 

manages the underlying resources. This supports efficient event-driven architectures (Annela, 2025; 

Kalita, 2025). 

Table 2: Evolution of Cloud Management Paradigms (2016 vs. 2026) 

Aspect Era 1: Legacy Virtualization 
(c. 2016) 

Era 3: Cognitive Orchestration (c. 
2026) 

Management 
Interface 

Desktop GUI (Windows 
Forms) 

Web UI, CLI, IaC, Natural Language 
AI Chatbot 
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Core Managed 
Unit 

Virtual Machine (VM) Container Pod / Serverless Function 
/ Edge Node 

Orchestration Manual Scripts / Hypervisor 
Tools 

Kubernetes & Custom Operators / 
AI-Driven Scheduler 

Scaling Manual or Simple 
Threshold-based 

Predictive, based on ML-driven 
demand forecasting 

Observability Reactive, Basic Metrics 
(CPU, RAM) 

Predictive & Prescriptive, Full-stack 
Tracing, AI-powered Anomaly 
Detection 

Deployment 
Pattern 

Manual or Scripted VM 
Deployment 

GitOps: Automated deployment via 
Git commits 

Security & 
Compliance 

Perimeter-based, Manual 
Audits 

Policy-as-Code, Continuous 
Compliance Validation, Data 
Sovereignty Controls 

Primary 
Regional Driver 

Cost Reduction, Efficiency Digital Sovereignty, Innovation 
Speed, Sustainability 

Key Skill Set System Administration, 
Hypervisor-specific 
knowledge 

Platform Engineering, SRE, Data 
Science, Compliance Law 

3. Methodology 

This study uses a longitudinal comparative analysis to examine changes in cloud management 

architectures over the decade. It does not evaluate a deployed 2026 software system. Instead, it 

compares an empirical 2016 baseline, characterized by a monolithic and reactive management model, 

with a synthesized 2026 conceptual framework for cognitive orchestration. The comparison focuses 

on changes in design principles, operational demands, and evaluation priorities. 

 

Figure 2: Longitudinal Comparative Analysis 
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3.1 Problem Identification & Baseline Artifact (2016) 

The core problems identified in the 2016 context were: 

1. Lack of Operational Visibility: Inability to easily monitor VM states and resource 

consumption across a cloud center. 

2. Inefficient Resource Management: Manual processes for provisioning, scaling, and 

decommissioning VMs. 

3. Limited Awareness & Adoption: A knowledge gap about cloud computing benefits in 

the Middle Eastern market, as evidenced by the project's survey where many 

respondents were unfamiliar with the concept (Ashwaq, 2016). 

The designed artifact (the management system) attempted to solve these through a 

monolithic three-tier architecture: 

● Presentation Layer: A thick C# client using DevExpress controls for GUI. 

● Business Logic Layer: A .NET web service acting as a proxy between the GUI and data 

sources. 

● Data Layer: Direct integration with XenServer API and a SQL Server database. 

The evaluation described in the Testing chapter was manual and functional. It involved checking 

connections and account creation, verifying network operations, and confirming that statistics were 

displayed (Ashwaq, 2016). Success was measured by feature completion and basic reliability rather 

than scalability, efficiency, or cost metrics. 

3.2 Proposed Artifact: A Cognitive Orchestration Framework (2026) 

The problems have now evolved: 

1. Operational Complexity: Managing thousands of microservices across multi-cloud 

Kubernetes clusters. 

2. Reactive Firefighting: Incidents are detected too late, leading to service degradation. 

3. Compliance Assurance: Manually ensuring workloads comply with dynamic data 

sovereignty laws is error-prone. 

4. Cost and Carbon Optimization: Avoiding waste in highly dynamic, distributed 

environments. 

The proposed 2026 framework is a microservices-based, AI-augmented orchestration platform. Its 

main design principles are: 

● Architecture: Event-driven microservices. Each core function, such as the scheduler, 

observability collector, policy engine, and cost optimizer, is a separate loosely coupled service 

that communicates through a central event bus such as Apache Kafka. 

● Intelligence Core: An AI Controller service, powered by machine learning models 

trained on historical telemetry. It consumes streams of metrics, logs, and events to 

perform: 

o Anomaly Detection: Identifying deviations from normal patterns before they cause 

outages. 

o Predictive Scaling: Forecasting demand and pre-provisioning resources. 



Ashwaq Hamdan Mohammed Al-Juhaysh, From Legacy Virtualization to Cognitive Orchestration: A Decade-Long Evolution of Cloud 
Management Systems in the Middle East (2016–2026)., Omdurman Islamic University Journal, Sudan 

 

286 
 

o Root Cause Analysis: Correlating events across services to suggest failure origins. 

o Autonomic Remediation: Executing pre-approved playbooks for common issues 

(e.g., restarting a stuck pod, rerouting traffic). 

● Policy-as-Code Engine: A dedicated service evaluates deployment and runtime actions against 

codified policies. Examples include requiring a service to run in the sa-saudi-arabia-north 

region and blocking public internet ingress. 

● Unified Observability Plane: Aggregates traces, metrics, and logs from all underlying 

platforms (Kubernetes clusters across clouds, serverless functions, edge nodes) into a 

single data lake, serving as the primary source for the AI Controller. 

● Interfaces: A web-based dashboard, a comprehensive CLI, full IaC integration 

(Terraform provider), and an LLM-powered conversational interface. 

Table 3: DSR Comparison of Architectural Artifacts 

Design 
Dimension 

2016 Artifact 
(Monolithic 
Management) 

2026 Artifact 
(Cognitive 
Orchestration 
Platform) 

Evolutionary 
Rationale 

Coupling Tightly-coupled (GUI, 
logic, data access in 
one app) 

Loosely-coupled 
(independent 
microservices) 

Enables 
independent scaling, 
deployment, and 
resilience. 

State 
Managemen
t 

Centralized SQL 
Database 

Polyglot persistence 
(Time-series DB, Graph 
DB, Object Store) 

Optimized for 
different data types 
(metrics, service 
dependencies, logs). 

Control 
Logic 

Pre-programmed, 
procedural C# code 

AI/ML models + 
declarative policies 
(Policy-as-Code) 

Adapts to 
unforeseen 
patterns; ensures 
compliance by 
design. 

Integration Direct API calls to 
XenServer & SQL 

Event-driven 
messaging (Kafka); 
Standard APIs (K8s API, 
OpenTelemetry) 

Decouples 
producers and 
consumers; 
embraces open 
standards. 

Deployment Manual 
installation/update of 
desktop client. 

Containerized, 
managed via GitOps 
pipelines. 

Consistent, 
auditable, and 
automated software 
delivery. 

3.3 Evaluation Metrics Shift 

The evaluation criteria also changed with the priorities of each era: 

● 2016: Functional Correctness, such as whether the Add VLAN function works, and basic 

Usability through an intuitive GUI. 
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● 2026: Efficiency (CPU and RAM utilization, cost per transaction), Resilience (MTBF and MTTR), 

Compliance (percentage of workloads passing sovereignty policy checks), Sustainability 

(carbon intensity per compute unit), and Operational Load (number of manual interventions 

per week). 

4. Results & Discussion 

The comparison shows that changes in cloud management are both technical and regional. The 

following discussion addresses the study's three aims by examining the main architectural changes, 

sector patterns, barriers, and evaluation priorities in the Middle East. 

4.1 From Cloud Awareness to Strategic Digital Sovereignty 

The 2016 survey data (Appendix C in Ashwaq, 2016) provides a useful view of the starting point. 

Respondents were asked about their knowledge of cloud computing, its benefits, and its costs. Many 

answers showed limited familiarity with the concept, while others described it mainly in terms of data 

transfer and availability. Cost reduction was the most common general benefit. This is consistent with 

literature showing that early regional adoption was driven by large enterprises seeking efficiency, 

including organizations in the oil and gas sector (Al-Fawwaz et al., 2021). 

A decade later, cloud adoption has become part of national digital strategies. Saudi Vision 2030 and 

UAE initiatives link technological modernization, including cloud-native development and AI, to 

economic diversification and competitiveness (Asem et al., 2024; Syed, 2025). The focus has shifted 

from whether to adopt cloud services to how to adopt them while maintaining digital sovereignty. 

This has supported investment in local cloud regions by major providers and the growth of regional 

providers under new data protection requirements (Al-Khalifa et al., 2023). The management 

challenge now includes enforcing jurisdiction-specific policies as well as maintaining technical control. 

4.2 Industry-Specific Adoption Patterns 

The evolution has played out differently across sectors: 

● Banking & Finance: Early adopters of virtualization for backend systems, they became 

leaders in the container era to enable agile FinTech services and mobile banking. They 

now face the most stringent sovereignty and compliance requirements, driving 

innovation in confidential computing and compliant multi-cloud orchestration 

(Jayakumar, 2025; Sayari, 2024). 

● Telecommunications: Telcos have adopted cloud-native network function virtualization (NFV) 

on Kubernetes to reduce dependence on proprietary hardware, support faster service rollout, 

and use resources more efficiently, which can provide a competitive advantage (Jampani et 

al., 2024). 

● Government: E-government initiatives have migrated to the cloud for scalability and 

citizen service improvement. However, adoption is uneven due to legacy integration 

challenges and heightened security sensitivities (ALMutairi & Thuwaini, 2015; Khatib 

et al., 2019). Sovereign cloud solutions are particularly critical here. 

● Oil & Gas: From using virtualization for consolidation, the sector now leverages high-

performance cloud computing for massive reservoir simulations and predictive 

analytics, tasks infeasible on-premises (Al-Fawwaz et al., 2021). 
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4.3 Persistent and Emerging Barriers 

Despite this progress, important barriers remain and new ones have appeared: 

1. Talent Shortage: The shift requires skills in Kubernetes, SRE, AI/ML, and cloud security that 

remain scarce in the region. Organizations often rely on external consultants or intensive 

internal training to address this gap (Ahmed, 2025; Shakir & Vrînceanu, 2025). 

2. Regulatory Complexity: Navigating the overlapping requirements of PDPL, financial 

sector regulations, and potential cross-border data flow restrictions adds layers of 

complexity to architecture design and tooling (Adebola Folorunso et al., 2024; 

Olorunlana, 2025). 

3. Cost Governance: Cloud flexibility can increase costs when resources are not managed 

carefully. While the 2016 system focused on upfront hardware costs, the 2026 model requires 

FinOps practices to manage spending across dynamic multi-cloud resources (Maliye, 2024; 

Tharwani & Purkayastha, 2024). 

4. Sustainability Pressure: Computing has a growing environmental cost. The region's climate 

makes cooling a major expense and source of emissions, so green cloud computing has 

become an important operational concern (De et al., 2025; Shamkuwar & Bansode, 2025). 

4.4 The New Metrics of Success: Beyond GUI Testing 

The Testing chapter of the 2016 thesis describes verifying the GUI, checking connections, and 

confirming that data appears in forms (Ashwaq, 2016). In the proposed 2026 framework, evaluation 

would be continuous and metrics-driven: 

● Efficiency & Scalability: Automated load testing would measure how the system handles large 

increases in traffic. Resource utilization would be monitored to identify under-provisioned and 

over-provisioned services. 

● Resilience: Chaos engineering could introduce controlled failures, such as stopping pods or 

simulating zone outages, to test self-healing and the effectiveness of remediation playbooks. 

● Compliance: Automated policy scanners would audit infrastructure state and report on 

compliance with data locality and security requirements. 

● Carbon Efficiency: Dashboards would track the carbon intensity of compute workloads, while 

schedulers would be evaluated on their ability to shift workloads to lower-carbon times or 

locations. 

5. Conclusion 

From 2016 to 2026, cloud management in the Middle East moved from manual control of individual 

virtual machines toward the orchestration of distributed systems under stronger operational and 

regulatory requirements. The comparison between the XenServer management console and the 

proposed AI-augmented, policy-driven framework reflects a wider regional shift from basic cloud 

adoption to more strategic use of cloud infrastructure. 

This change does not remove the need for human operators; it changes their role. A human-in-the-

loop approach allows AIOps and automated schedulers to support routine tasks such as anomaly 

detection, scaling, policy enforcement, and cost and carbon optimization. Human specialists can then 

focus on four practical priorities: 

● Strategic Governance: Define the policies, architectural guardrails, and service-level 

objectives that guide automated systems. 
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● Complex Exception Handling: Address new failure scenarios that fall outside existing models 

and automated playbooks. 

● Innovation and Design: Develop next-generation applications and platforms that use 

emerging paradigms such as serverless, edge, and quantum computing. 

● Ethical and Regulatory Oversight: Ensure that automated systems operate transparently and 

within legal and ethical requirements, especially in sensitive sectors. 

For the Middle East, these priorities should be applied within a framework of digital sovereignty. Cloud 

platforms and cognitive systems should support regional data policies, cultural requirements, and 

sustainability goals. Progress toward Vision 2030 will depend partly on the ability to manage cloud 

services within secure and sovereign digital environments. 

The 2016 project proposed future additions such as a web interface and a billing system. By 2026, the 

focus has shifted toward more automated, sustainable, and sovereign infrastructure. This comparison 

shows how cloud management priorities in the region have changed over the decade. 
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